Solicitation No. PMOQO-22- 3%

PRIVATIZATION AND MANAGEMENT OFFICE
104 Gamboa St., Legaspi Village, Makati City
www.pmo.gov.ph

REQUEST FOR QUOTATION (RFQ)
DATE : JUUE 10, Joll

Gentlemen/Ladies:

Please quote your lowest price(s) on the item(s) for the Procurement of Anti-malware
Software with an Approved Budget for the Contract (ABC) of Nine Hundred Sixty Thousand Pesos
(Php960,000.00). Submit your gquotation to the authorized canvasser of this office thru email at
acsanchez@pmo.gov.ph, on or before _JUNE Iﬂ' ngﬂ AT |1.’00 [.M, Bids received beyond the
deadline for submission will not be considered.

The contract/purchase order will be awarded to the qualified bidder/ supplier/service provider
whose proposal is the lowest and most responsive to the requirements of the Privatization and
Management Office (PMO) and has no pending report/deliverables to PMO. Bids in excess of the ABC
and with non-compliant or incomplete documentary requirements submitted shall automatically be
disqualified.

The PMO is in no way bound to accept the lowest price quotation or any proposal which is not
advantageous to the government. Further, PMO reserves the right to accept or reject any or all price
quotations/proposals at any time prior to contract award/purchase order without thereby incurring any
liability to the affected bidder(s)/supplier(s)/service provider(s).

Please submit the following documentary requirements together with your quotation or proposal.

1. Certified photocopy of Mayor's/Business Permit
2. Certified photocopy of PhilGEPS Registration Number
(Certificate of Platinum Membership may be submitted in lieu of documents 1 and 2 above.)
3. Certified photocopy of Income/Business Tax Return (SVP with ABC above
Php500K)
4. Notarized Omnibus Sworn Statement (SVP with ABCs above Php50K)
(original copy shall be submitted subject to the award of contract)

Thank you.

Very truly yours,

AARON % SANCHEZ

ITD Chief
Information Technology Division




Dear Mr. Sanchez;

We are pleased to submit our

QUOTATION

DATE:

Software with Reference No. PMQO-22- .

ABC: Nine Hundred Sixty Thousand Pesos (Php960,000.00)
MODE OF PROCUREMENT: Alternative Method - Small Value Procurement

uotation/proposal for the Procurement of Anti-malware

NO.

Qry.

UNIT

ARTICLES

UNIT PRICE

TOTAL

1

1

lot

Anti-malware Software

Anti-malware with XDR for Endpoints

- 100 licenses (1 year renewable)

- Endpoint Agent: (Windows/MacOS) Anti-malware;
Live Protection; Web Security; Web Control; Malware
Removal; Peripheral Control; Application Control;
Synchronized Security Heartbeat; Behaviour
Analysis/HIPS; Data Loss Prevention; Download
Reputation; Malicious Traffic Detection; Exploit
Prevention; Cryptoguard Anti-Ransomware; Clean
Tool; Root Cause Analysis

- For Virtual Environments, Light Agent off-board
scanning: (Windows Desktop VMs) Anti-malware; Live
Protection; Malware Removal

- Cross-product data sources, detection, investigation &
response; Prioritized detections list & Al-guided
investigations; Data lake; 30-day Data lake retention
period; Real-time state information; Up to 90 days On-
disk data retention period; Threat hunting & IT ops
template library

Anti-malware with XDR for Servers

- 10 licenses (1 year renewable)

- Anti-malware; Live Protection; Multiple Platform
Support (Windows/Linux), Windows Only: Automatic
Exclusions; Host Intrusion Prevention (HIPS); Server
Application Whitelisting (lockdown); Web Control;
Peripheral (Device) control; Application Control;
Download Reputation; RCA Exploit Prevention;
CryptoGuard Anti-Ransomware; Synchronized Security
between Server and Firewall

- Cross-product data sources; Cross-product detection,
investigation & response; Prioritized detections list &
Al-guided investigations; Data lake; 30-day Data lake
retention period; Real-time state information; Up to 90
days On-disk data retention period; Threat hunting & IT
ops template library

Cloud Security Posture Management

- 2 licenses (1 year renewable)

- Unlimited cloud environment monitoring: Support for
AWS, Azure, GCP, Kubernetes, etc.

- Security monitoring (CSPM best practice rules):
Scheduled, daily and on-demand scans

- Asset inventory; Advanced search capabilities; Al-
powered anomaly detection; Malicious traffic alerts;
Email alerts

- Azure native service integrations (Azure Sentinel and
Advisor); Cloud workload protection: agent discovery
and automatic agent removal




- Custom policies; Network Visualization; 1AM
Visualization; Spend Monitor; Alert management
integrations; SIEM integrations; Rest API

- Infrastructure-as-code (1aC) template scanning
(DevSecOps); Container image scanning

Advanced Email Security

- 100 licenses (1 year renewable)

- Microsoft 365 Mail flow Rules and Post-delivery
Protection; Anti-Spam and Malware Scanning; Cloud
Sandbox; Malicious URL Detection; Time-of-click URL
Rewriting; SPF, DKIM, DMARC; Impersonation Phishing
Protection; Display Name Analysis; Look-a-like Domain
Checks; Multi-rule DLP Policies; Content Control Lists;
Enforced TLS Encryption; S/MIME; Push-based
Encryption

Advanced Mobile Security

- 50 licenses (1 year renewable)

- Device Management; Application Management;
Content Management; Container (Secure Email, Secure
Workspace); Malware, ransomware, PUA protection;
Web protection against malicious online content; Man-
in-the-Middle detection, XDR

Phish Threat Simulator

- 50 licenses (1 year renewable)

- Emulate a range of phishing attack types

- Email threat templates and training modules

- Report simulated attacks with Outlook add-in

- Automated reporting on phishing & training results

TOTAL

P

Amount in Words:

TERMS AND CONDITIONS:

1. Delivery Period: Within fifteen (15) calendar days from receipt of Purchase Order (P.O.)

2. Validity of Price Quotation: Thirty (30) calendar days from date of submission of quotation

3. Warranty Period: 1 year

4. Terms of Payment: Within 15-30 calendar days from receipt of billing and complete supporting

documents

We are also submitting herewith the following documentary requirements:

1. Certified photocopy of Mayor's/Business Permit

2. Certified photocopy of PhilGEPS Registration Number
(Certificate of Platinum Membership may be submitted in lieu of documents 1 and 2 above.)

3. Certified photocopy of Income/Business Tax Return (SVP with ABC above Php500K)

4. Notarized Omnibus Sworn Statement (SVP with ABCs above Php50K)

(original copy shall be submitted subject to the award of contract)

Respectfully yours,

Signature :

Name of Supplier :

Designation :

Company Name :

Contact Number :
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